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From border control using fingerprints to law enforcement with video surveillance to self-activating devices via voice identi- 

fication, biometric data is used in many applications in the contemporary context of a Smart City. Biometric data consists of 

human characteristics that can identify one person from others. Given the advent of big data and the ability to collect large 

amounts of data about people, data sources ranging from fingerprints to typing patterns can build an identifying profile of a 

person. In this article, we examine different types of biometric data used in a smart city based on a framework that differenti- 

ates between profile initialization and identification processes. Then, we discuss digital ethics within the usage of biometric 

data along the lines of data permissibility and renewability. Finally, we provide suggestions for improving biometric data 

collection and processing in the modern smart city. 
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 INTRODUCTION 

 biometric trait is a measurable characteristic of a human person. This characteristic differs sufficiently from

erson to person, harnessed toward the identification of an individual [ 1 ]. There are generally two broad
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ategories of biometric traits: physiological and behavioural traits. Physiological characteristics of the human

ody, such as fingerprints and facial features, are universal human characteristics that are present and non-

enewable throughout a person’s lifetime. Behavioural traits, such as voice and writing style, provide some

nformation about individuals but are usually renewable and might not have a sufficiently high variance to dif-

erentiate two individuals [ 2 , 3 ]. 

Smart cities have a network of interconnected devices that access, store, and transmit personal information

 4 ]. Biometric traits provide a wealth of data to drive smart-city applications in the following areas: identifi-

ation, authentication, surveillance, and personalization. Physiological characteristics such as fingerprints and

alm prints are commonly used in forensics and crime-scene investigations to identify suspects [ 5 ]; and facial

eatures are used in user authentication in smartphones [ 6 ]. Behavioural traits like gait patterns are used during

urveillance by law enforcement agencies [ 7 ]; and voice patterns and modulation are used in personalization of

mart-home voice-controlled devices like Siri [ 8 ]. 

 BIOMETRIC DATA TRAITS FOR SMART CITY APPLICATIONS 

ith big data technology, almost any characteristic that can be harvested from a human can be used to form

dentification patterns to build a profile for a human [ 9 ]. Formulating each data collected as a pattern-of-life

ormulation, essentially the formation of patterns from sufficient data points of a particular trait of a human,

an act as a biometric data characteristic for the identification of a human. For example, a sole fingerprint can

dentify a person, and so can gait patterns made up of many data points of a person’s walking speed, stride, and

iming of walk identify a person. In fact, in this digital social media age, even the online posting time and the

osting language used can aid in distinguishing a person; this idea is harnessed by classifying automated and

uman accounts on social media through their temporal and linguistic properties [ 10 ]. 

A biometric application operates in two key stages: initialization and identification. At initialization, the bio-

etric trait is measured from the human and transformed into a machine-readable format (i.e., vector or image)

or storage within a database. At the identification stage, the same biometric trait is measured from the tar-

et human, converted into a machine-readable format then compared against the other stored templates within

he database before reporting the person’s identifier if found [ 11 ]. In the context of data required, we can then

haracterize biometric traits by the two key stages in a biometric application: in terms of the amount of data

equired for initialization and identification. The ideal biometric trait is one that requires low amount of data

or both stages. Such examples are fingerprints and iris, and therefore they are most commonly used for critical

pplications such as border access control identification. 

Adapting the biometric trait classification put forth by Raju and Udayashankara [ 3 ], Table 1 profiles several

uman traits in terms of segregating the human body into six different regions (hand, facial, ocular, medico-

hemical, behavioural, soft) and profile the amount of data required for initialization and identification (high/low)

nd examples of biometric applications in a smart city. We note that soft biometrics like gender and hair colour

re insufficient by themselves in distinguishing people due to their lack of uniqueness; more than one person

an have the same trait. They are usually used to supplement traits obtained from other regions [ 11 ]. 

 DIGITAL ETHICS IN BIOMETRIC DATA 

e look at digital ethics in biometric data collection and usage through the frame of two attributes: the permissi-

ility of data collection during the initialization stage and the renewability of biometric trait at the identification

tage. 

Ethical biometric data collection for smart cities should ensure that the information gathered during the ini-

ialization stage of an application is permissible by having data subjects provide consent before their data is

arvested. A permissible trait requires specialized equipment and the physical presence of the person to harvest

he data; a non-permissible trait means the data can also be harvested via observations. Data collected from
igital Government: Research and Practice, Vol. 4, No. 4, Article 26. Publication date: December 2023. 
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Table 1. Characterization of the Types of Biometric Data Traits 

Region 

(adapted from 

Reference [ 3 ]) 

Biometric data 
trait 

Amount of data 
required for 
Initialization 

Amount of data 
required for 

Identification 

Example Applications 

Hand Fingerprint Low Low Border access controls, office security 
controls, theme parks (e.g., Disney 
World) [ 11 ] 

Palm print Low Low Crime scene forensics [ 5 ] 

Face Facial features High High Video surveillance [ 12 ], authentication 

in smartphones (e.g., Face ID) [ 6 ] 

Ocular Iris Low Low Security systems [ 13 ] 

Medico- 
Chemical 

Electro-Cardio- 
Grams 

High High Wearable devices for sports 
competitions and performances [ 14 ], 
critical health care [ 15 ] 

Heart rate High High Wearable devices for sports 
competitions and performances [ 14 ], 
prediction of emotions in students to 
improve the learning process [ 16 ] 

Behavioural Voice High High Smart home voice control (e.g., Siri, 
Alexa) [ 8 ], automated phone operating 
systems (e.g., telebanking) [ 3 ] 

Gait High High Surveillance [ 7 ] 

Writing style High High Crime scene forensics [ 17 ] 

Soft Gender, Hair 
colour, Height 

Low Unable to identify 
a person by itself 

Ancillary information for forensic 
evaluation [ 18 ], smart home 
personalization [ 4 ] 
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on-permissible traits through observations can infringe on a person’s privacy as no explicit consent is given.

he right to privacy is one of the fundamental rights of human beings set out in the Universal Declaration of

uman Rights [ 19 ]. Data collection through observation, such as harvesting people’s gait or typing patterns, can

ften be used to identify individuals. This is not only limited to the physical space. A person’s digital presence

nd profile can also be tracked through posts, images, and friends’ information from social media platforms. 

A person’s personal profile and temporal and spatial movements should be kept private and surveyed with a

roper warrant [ 20 ]. Biometric data that has been exposed to consumer technologies can be passed without the

nowledge or consent of consumers to the third parties. Several companies, such as Amazon Ring and Family

ree DNA, have passed on their consumer data to law enforcement agencies without prior consent from their

ustomers [ 21 , 22 ]. Ethical biometric data collection should involve an opt-in process for people to allow bio-

etric applications to harvest and store a template of their traits, and explicit consent should be obtained from

pplication users before information is passed on to other entities. Regulations such as the Biometric Infor-

ation Privacy Act (BIPA) have been developed to aid in this aspect. The BIPA requires private entities to

ave a written policy on the purpose and the time period the data is kept and obtain written consent from the

pplication users [ 23 ]. The General Data Protection Regulation imposes tough obligations such as the mandatory

erformance of privacy impact assessments and the requirement for user consent for biometric applications [ 24 ].

At the identification stage of a biometric application, the application used to identify a person should not

ely solely on non-renewable biometric traits, for if that trait is stolen, then a person’s identity is stolen as well.

 renewable trait means the trait can be changed across time; a non-renewable trait means that it does not

hange throughout a person’s lifetime. Examples of non-renewable traits are fingerprints and palmprints; and

hat of renewable traits are gait and writing style. Should a person’s fingerprint be lifted off a surface and a
Digital Government: Research and Practice, Vol. 4, No. 4, Article 26. Publication date: December 2023. 
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Table 2. Permissibility and Renewability of Biometric Data 

Region (adapted 

from Reference [ 3 ]) 

Biometric Data Trait Permissible Renewable 

Hand Fingerprint Yes No 

Palm print Yes No 

Face Facial features No No 

Ocular Iris Yes No 

Medico-Chemical Electro-Cardio-Grams Yes No

Heart rate Yes No

Behavioural Voice No Yes

Gait No Yes

Writing style No Yes

Soft Gender, Hair colour, Height No Yes 
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ould made of it, the person’s identity can be impersonated to fool fingerprint-based authentication devices.

nstead, the identification should rely on both renewable and non-renewable data sources to ensure accurate

dentification, since such a combination is less likely to be impersonated. The combination of a fingerprint and a

ehavioural trait like gait is less likely to be accurately impersonated and thus allows the person to preserve his

dentity. Renewable biometric data templates thus preserve a person’s identity and make the system less prone

o identity theft [ 25 ]. 

Table 2 profiles the biometric data traits analysed in the previous section and sets out their permissibility and

enewability factors. Most physiological traits are generally permissible and require the presence of the data

ubject for data collection to happen. The person needs to be physically present for the biometric application

o capture his fingerprints or iris information at the initialisation stage. Some, though, like facial features, can

e non-permissible, because they can be extracted from observed images through computer vision algorithms.

ehavioural traits generally require high amounts of data for initialisation and a long period of data capture and

an be obtained through observation of images or video feeds. Thus, these traits are generally non-permissible.

hile consent can be explicitly given, biometric data such as gait patterns can be harvested from prolonged ob-

ervation of an individual. Physiological traits that are derived from the hand, face, ocular and medico-chemical

egions are non-renewable, as these traits are not consciously controlled by a person and will remain with the

erson for life. If these traits require low data for identification, once exposed, they can make a person prone

o identity theft or misidentification. Behavioural traits are renewable as they can be consciously altered and do

hange over a person’s lifetime or lifestyle. For example, while a person’s writing style can remain relatively

onstant for a short period of time, it can change through external influences like attending writing classes. 

However, requiring consent for permissible and renewable data traits results in security application trade-

ffs. Requiring consent prior to data collection is a trade-off with security: those with bad intentions may not be

aptured within the databases as they opt out of the data collection; therefore, security systems will not have a

ecord of their biometric traits and will be unable to identify them. A fine line must be drawn between regulating

he permissibility of biometric data collection through consent, protecting citizens’ privacy as data subjects and

ecurity through identification and surveillance using biometric traits. Using renewable behavioural traits means

hat one’s behaviour can be obfuscated or mimicked through deliberate changes, which causes one profile to look

imilar to another, resulting in false positive hits from the application or inconclusive results. Therefore, multiple

raits need to be used to increase identification accuracy. There are several multimodal biometric applications

hat have been developed that combine renewable and non-renewable data sources, e.g., face features and speech

 3 ], fingerprint and voice [ 26 ], face features and gait [ 27 ]. 
igital Government: Research and Practice, Vol. 4, No. 4, Article 26. Publication date: December 2023. 
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 CONCLUSION 

iometric data is widely used in smart city applications and will continue to increase in usage as research into

easuring and harnessing human traits progresses. Within this article, we put forth that most traits harvested

rom humans can form a profile of a person, and we examined different types of biometric data in terms of the

ata required for initialization and identification. We further discussed ethical issues regarding data collection in

erms of data permissibility and renewability. An ideal biometric data collection for initialization should involve

hat data collected is permissible, and that user consent is provided before data is extracted. The ideal biometric

ata for identification should involve a mixture of renewable and non-renewable data to prevent identity fraud

nd increased accuracy. We hope this discussion serves as a stepping board toward more ethical biometric data

ollection in humankind’s effort toward a smart city. 
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